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THE MODEL

A Computer Use Policy (CUP) defines who can use the

computer facilities for what. The CUP is the instihkion’s

official position on the ethical use of computer facilities.

The authors believe that writing a CUP provides an ideal

platform to develop a group ethic for computer users. In

prior research [3], the authors have developed a seven

phase model for writing CUPS, entitled the 7 P’s”of

Computer Use Policies. The purpose of this paper is to

present the model and discuss how the 7 P’s can be used to

identify and communicate a group ethic for the institution’s

computer users.

PRIOR RESEARCH

In the spring of 1994, the authors launched an ongoing

study of CUPS in institutions of higher learning. An initial

sample of 100 CUPS was down-loaded from the Internet.

Initially, the objective of the study was to compare and

contrast the content of these sample CUPS. Because many

of the CUPS were outdated or incomplete, a second sample

was drawn via direct requests to institutions. This second

sample was drawn in a nonprobabilistic manner using

convenience and quota sampling techniques. The resulting

sample has CUPS from all types and sizes of schools.

As the project proceeded, it became apparent that some

CUPS were clearly superior to others. Better CUPS tended

to be well organized and easier to read, addressed all the

issues, and included underlying rationales. As the fc~cusof

the research shifted to identifying what factors led to better

CUPS, we saw that weaker CUPS had shortcomings that
could have been avoided by using a more formal and

explicit method of development.
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The authors developed

method for writers of

poetic license) are:

the 7 “P’s” model as a formal

CUPS. . The 7 P’s (with a little

1. Participation: the CUP should be written by a broad

based committee drawing from all user groups

within the institution. These groups should

include the administration, faculty, clerical staff,

and computer personnel.

2. Partitioning: CUPS should be divided into several

sections, each of which deals with a problem

area. These sections could include a generalized

central policy, and separate policies for items

such as privacy, student labs, security, piracy,

and the Internet.

3. Philosophy: the CUP should have a stated purpose to

serve as a broad unifying theme. In addition,

the CUP needs to define how permissive it will

be on issues such as using the computer system

for religious, business, political and civic

activities.

4. PAvacy: all users need to know what degree of

privacy they can expect on the system. Also,

the CUP needs to delineate the ground rules for

protecting the institution when it is forced to

“invade” the privacy of any user.

5. Persnickety: a catch-all list of do’s and don’ts is the

heart of most CUPS. This list covers issues like

piracy, hacking, and punishments for violations.

6. Phog Phactor: because of legal gibberish and

computer jargon, CUPS tend to be hard to read

and understand. Writers of CUPS need to utilize

techniques for improving readability.

7. Publication: how do we communicate the CUP to

our users?
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FIGURE 1: THE 7 “P’s” OF Cws

II
*

[ PUBLICATION 1

Figure 1 illustrates the chronology of the 7“ ‘s’’model. The

first three steps should precede the actual writing of the

CUP. The next two steps can occur concurrently and

involve the actual creation of the CUP. The last two steps

involve the final editing and dissemination of the CUP.

IDENTIFYING COMPUTER ETHICS

The creation of the CUP offers a unique opportunity to

examine the group ethic. The major advantage of the 7 P’s

model is that it provides a framework for orderly

consideration of the major ethical issues that need to be

confronted in a CUP.

Participation:

A CUP should be written by a broad-based committee that

is representative of all user groups. When the CUP is

written by one person or a small group (usually drawn from

the computer support or legal staffs) the resulting document

tends to focus on physical problems rather than the ethical
issues. Such CUPS tend to be overly protective of the

system and often inhibit the full utilization of the computing

assets.

A broad based committee is the best way to write a CUP
that truly reflects the group ethic, As an aid to writers of

CUPS, the author’s research leads to the following

recommendations:

1.

2.

3.

4.

Form a permanent standing committee, with

representatives from faculty, staff, students, and

administration, to formulate the institution’s position

on the major issues to be addressed in the CUP. This

committee should also have sufficient continuity to

insure that the wheel is not re-invented each time the
CUP is updated. Committee memberships should be

for a minimum of three years so as to span the

updating of several CUPS.

Assign the actual writing to one or two skilled

writers. They should strive to make the document

readable to all members of the campus community,

especially freshmen. They should create the

document and make sure that the language is

acceptable to the campus legal staff.

The final document should be reviewed by the CUP

committee and, when found acceptable, sent on to the

proper authorities for fiial adoption.

The standing committee should meet at least yearly to

review the CUP and make changes as needed.

A standing committee is needed because changes in

technology necessitate changes in ethics. It used to be was

common practice to bar all game playing because game

players competed with more legitimate users for scarce

CPU time. As systems move toward client-server

networks, the competition for time because a much less

significant. Rather the issue shifts to balancing a desire to

keep games players from frittering away their time versus

the need to deal with boredom and stress. Considering the

alternatives of drugs, sex, and alcohol, most modern CUPS

allow game playing.

Another example of the need for a living document would

be the emerging practice of allowing “friends” of the

university to “modem” into the Intemet via the university

system. In some places this is done on a fee basis, at

others for free. This practice is fraught with opportunities

for abuse, and the CUP needs to carefully consider the

situation. A standing committee would facilitate the timely

consideration of this or similar ethical problems.

A final advantage of having a broad based standing

committee is that it can serve as a forum for users who are

dissatisfied with some aspect of the current policy. The

standing committee provides a platform for consideration of

changes in the rules.

Partitioning:

Most modern CUPS are partitioned into several sections.

But some institutions prefer short, unpartitioned, policies.
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A typical short policy sayssomething like: our users are

ladies and gentlemen who only need to be reminded to use

the computer system in an ethical manner.

However, most schools have longer documents that directly

address major problems and provide guidelines for ethical

conduct. This more comprehensive approach of
partitioning the CUP yields several advantages:

1.

2.

3.

4.

Although a partitioned CUP tends to be lengthy, the

division of labor intrinsic in creating a partitioned

CUP enhances the manageability of the overall task.

By partitioning major ethical issues into separate

components, the committee will be able to cc~nsider

each issue separately, and clearly express their

conclusions.

Since each component addresses one major issue, a

partitioned CUP is easier to read and comprehend.

A partitioned document is easier to update and

modify.

How were the sample CUPS partitioned? The most

commody observed partitions were:

1.

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

12.

13.

14.

Statement of Purpose for the Computer System

Privacy

Piracy

Ethical Use of Computers

Micro-Computer and Mainframe Use

Faculty and Student Use

Software Use

E-mail Policies

Bitnet or Internet Use

CREN or NFSNet Use

UseNet Etiquette

Local and Regional Network Use

Applicable State Computer Crime Laws

Computer Lab Policies

Once the decision to partition the CUP has been made, the

following four-step process is recommended.

1.

2.

3.

Identify major issues, such as privacy, piracy,

enforcement, or user responsibility, for which

separate policies are needed.

Determine which computing sub-systems, such as

E-mail, Internet, student labs, etc., are going to be

covered in separate sections.

Create an “umbrella policy” that focuses on the

purpose and ethical use of campus computer systems.

This document should consider all the major issues.
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It must provide thorough coverage of items not treated

elsewhere, but need only briefly refer to items being

treated in separate components.

4. Write the separate components.

Philosophy:

Like any other document, a CUP is more useful when it

has a unifying philosophy. The CUP committee needs to

consider at least four questions in its search for a unifying

philosophy.

1. What is the purpose of the CUP’!

The purpose of the CUP is to allow members of the

university community to use the computer facilities to carry

out the mission of the institution. A CUP’s statement of

purpose often incorporates language from the university

mission statement.

The importance of this statement of purpose can not be

overemphasized because it provides a unifying theme for

the CUP. It provides guidelines to those writing sub-

sections of the CUP and reduces the odds that the CUP will

hinder anyone trying to further the University mission.

2. How permissive should the CUP be?

The war between political correctness and academic

freedom storms across the campuses of this country. The

Internet opens vast new avenues to the expression of

viewpoints that are not universally shared. The abortion

issue, pornography, demeaning jokes and other problem

areas will test the CUP and its creators.

The CUP committee should not underestimate the heat

engendered by the debate to determine the “permissiveness

level”. The degree of permissiveness is an issue upon

which reasonable people differ in fundamental, often

irreconcilable, ways. Opposing sides view permissiveness

as an ethical issue which does not lend itself to

compromise. The importance of a successful determination

of the “permissiveness level” reinforces the need for a

broad-based CUP committee that represents all user groups.

The level of permissiveness may have repercussions that

extend beyond the campus. Important University issues,

such as fund raising, legislative support, and the overall

image of the institution, can be affected by the
“permissiveness level” of the CUP.

Information gleaned from Intemet news groups indicates

that at some campuses the “permissiveness level” battle has



been waged through many levels of authority. The battle

starts at the computer center, may go through the CUP

committee, faculty senate, and provost’s or president’s

office, and sometimes reaches the governing board or state

legislature.

A review of the sample CUPS reveals a tendency toward

more permissiveness. Early CUPS limited what users could

do on the computer, while newer CUPS emphasize using

the computer in a non-interfering manner. CUPS from

church-related schools tend to be less permissive than those

from public institutions on issues like pornography. CUPS

from public schools tend to be more restrictive in the

business, political, and religious areas.

3. Should the CUP “reflect” the group ethic or should

it attempt to “shape” it?

In writing the CUP, the committes will formulate ethical

guidelines for the user group. History tells us that

guidelines that differ greatly from normal and acceptable

group mores will be not be followed. For example, the

Volstead Act led to a decline in respect to the law and

failed in its attempt to implement Prohibition, because the

public was not ready to give up alcohol. Similarly, setting

CUP standards that are out of line with current University

mores may lead to an increase in unethical activity. On the

other hand, guidelines that make small, gradual increases

in ethical standards can effective y reshape group mores.

In reviewing the sample CUPS, the authors discovered that

too many CUPS included clauses that ignore current group

mores. When the authors’ classroom ethics project on

analyzing CUPS was given for the third time, students often

commented, “I can’ t believe that some schools don’ t allow

any game playing!” Complete bans on using facilities for

political, religious, or profit making activities may ignore

current mores. Except for the most flagrant cases,

“abuses” are simply winked at by computing

administrators. Such disregard for approved codes of

conduct is not healthy.

4. How should the CUP deal with users who enter

“grey areas” by using the facilities for business,

political, religious, and civic purposes?

In a perfect world there would be no grey areas, only black

and white. Unfortunately, the CUP is going to have to

function in an arena fraught with many shades of grey.

Whenever the CUP attempts to draw a line, it is only

human nature that some are going to test that line.

The heart of this problem is that people see things from

differing prospective. The professor who has no

consulting opportunities views such activities as money

grubbing and feels that they should be banned. The

professor who is doing the consulting sees it is a service to

the community, a form of applied research, and believes it

makes him a better classroom teacher.

The review of sample CUPS discloses two basic approaches
to religious, political, personal, and business uses. The

first approach is silence. Several CUPS, including some

from prestigious Universities, fail to mention some or all of

these areas. These schools appear to rely on a general

statement that the facilities should be used to further the

University mission.

The second approach simply bans such activities. Yet

many banned activities are permitted to happen because of
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a broad interpretation of the University mission statement.

Only the most flagrant abuses are caught and punished.

On a philosophical basis, the hypocrisy of simply bauming

controversial computer activities is reprehensible. But,

because banning gives users clearer guidelines, it mwy be

preferable to the silence option.

Privacy:

Privacy is a key ethical issue that every CUP should cover.

The philosophical question is the extent to which the CUP

treats the issue of privacy. Clearly, if users feel that “Big

Brother” is monitoring their every use of the system,

academic freedom is compromised. Research disclosed

four common concerns about privacy often addressed in

CUPS:

1.

2.

3.

4.

Almost every CUP tells users to respect the privacy

of other users. In addition, it is common to admonish

against snooping, hacking, and any other actions that

interfere with the privacy of others.

Under what conditions can the institution invade the

privacy of users? From a legal standpoint, it is

mandatory that the CUP protect the school against

legal claims for invasion of privacy. On the one hand

the CUP should define the right of the school to

invade privacy, and on the other it should include a

disclaimer denying liability for invasions by others.

How do users protect their privacy? Some CUPS

have sections that emphasize self-protection through

the efficient use of passwords. Typically, this type of

admonition is only included in partitioned CUPS.

Another item often addressed in partitioned CUPS is

the vulnerability of private files on an open system.

Persnickety:

Research discloses a “laundry list” of items that are usually

covered in the CUP, such as piracy, punishment, and

authorized or prohibited uses. In addition, as worldwide

computer networks evolve, another set of items, such as

those listed in the section on partitioning, should be

addressed. The problem is that the CUP can become

overly long if each of these items is given dletailed

treatment.

How “picky” should the CUP be? Obviously the short
statement has the advantage that users may actually read it

and comprehend its meaning. But a short CUP has several

disadvantages: 1) the lack of specific guidance in known

trouble areas, and 2) possible problems with enfoficement
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that occur when the CUP is vague.

The longer statement (which is often partitioned) often

overcomes the disadvantages of a short CUP, but creates

others. First, the average user is less likely to read and

comprehend a longer document. Second, new abuses may

still be discovered that are not covered by the lengthier

statement. Third, spelling out a long list of abuses, without

mentioning a particular abuse, may make users feel that

absence gives permission.

How should violators of CUP be punished? What type of

legal system must be established to handle violations? Who

will be the judge, prosecutor, and jury? What are the

rights of appeal?

Not all violations of the CUP are of equal venality. Some,

such as an authorized user allowing his unauthorized spouse

or child onto the system, might be winked at. Others, such

as turning loose a system-debilitating virus, may call for

incarceration .

Clearly, if incarceration or a major fine is a possibility, the

CUP should state that prosecution will be pursued in state

or federal courts. But many lesser offenses might be

handled administratively. All these “persnickety” issues

must be addressed in the CUP.

Phog Phactor:

At what reading level should the CUP be written? Since

college freshmen are part of the target audience, CUPS

should be written at a level which freshmen can understand.

Over the last half century, several readability formulas have

been emerged. Among the better known are the

Flesch-Kincaid reading ease formula [1] and the Gunning

Fog index [2]. The variables in these formulas include

items such as the number of letters per word, syllables per

word, and words per sentence, the percentage of simple

sentences, long words, and personal references, and the

proportions of familiar and abstract words [2, p.34]. Using
these various text statistics, the readability formula

generates a number which provides a measure of the text’s

readability.

Readability formulas only measure what they were designed

to measure and usually predict that a document with shorter

words, shorter sentences, and smaller paragraphs will be

more readable.

Because the Intemet and E-mail texts for the sample CUPS

are encoded in raw ASCII format, the authors used

WordPerfwt 6.0 to reformat them. Next, the grammar



analysis tools provided in WordPerfect 6.0, including the

Gunning Fog Index and the Flesch-Kincaid index, were

used. Since college freshmen are part of the target

audience, the Gunning Fog Index for a CUP should match

the reading level of an average freshman, which is

approximately 12.

In the final sample of forty-two CUPS, word counts range

from 266 to 2787. The counts for the first quartile range

from 266 to 608. The fourth quartile counts range from

1204 to 2787. At a rate of 400 words per page, the median

CUP is about three pages long.

The Gunning Fog Index (GFI) for the sample CUPS range

from a low of 12 to a high of 24. The first quartile ranges

are from 12 to 17, with only 3 CUPS at 13 or below. The

median CUP has a GFI of 19,. which means that over half

the CUPS are at a Ph.D. readability level. These GFI

numbers indicate that most CUPS need a drastic rewrite to

improve their readability. This judgment is also supported

by the Flesch-Kincaid statistics which indicate that over half

the sample CUPS are readable by less than 5 % of the U.S.

population.

To enhance readability, the CUP committee should assign

the actual writing of the CUP to a small team of excellent

writers or word-smiths. This team must express the

complex ideas of the CUP in ways that can be understood

by our least educated users. The committee should also

partition the CUP. Since unpartitioned CUPS are normally

quite long, partitioning into several shorter policies can

improve CUP readability. In addition, a CUP partitioned

into several shorter components is easier for students to

read and understand, particularly when they need only work

with a few components.

Publication:

How does the institution communicate the CUP to the user

group? From a legal perspective, the CUP must be

disseminated in a manner that makes it legally binding on

University computer system users. On the other hand,

creating a bureaucracy may unduly impede access to the

system.

The authors’ research revealed that University communities

resolved this problem with a wide diversity of “solutions”.

Some of the currently used methods of publishing a CUP

are:

1. Print the CUP in various faculty, student, and staff

handbooks.

Intemet gopher server.

3. Post the CUP on the walls of computer labs, campus

buildings, etc.

4. Make users sign a copy of the CUP (hopefully after

they have read it) before allowing access to the

system.

What good is a CUP if nobody reads it? If the document

is not effectively published, users will not recognize the

problems. Users, unaware that their activities are illegal,

may continue doing them. The CUP may merely become

a document which lawyers can use to prosecute abusers,

after the fact.

2. Place the CUP with its components on the institution’s
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CONCLUSIONS

After analyzing the sample CUPS, the authors concluded

that differences in CUPS were a function of the methods

used to create them. The 7 P’s model emerged from the

effort to provide a structure for those faced with the

daunting task of creating a CUP.

The first three P’s: Participation, Partitioning, and

Philosophy, are the most important steps in the CUP

creation process. We cannot overstate the importance of a

representative committee that spends several sessions

discussing overall CUP philosophy. It should be

recognized that maintaining the CUP is an on-going task

that dictates a standing committee, Once the first three

steps are completed, the details of writing the CUP will be

simplified.

The positive effect of partitioning is significant, as

partitioned CUPS are easier to build, modify, and

understand. Our CUP analysis reveals that many CUPS

appear to have been written backwards, in that they seem

to have started by addressing the “Persnickety” problem.

The resulting CUP tends to lack a unifying theme and often

has gaps in coverage.

Our empirical analyses of readability show that the sample

CUPS are written at reading levels considerably above the

capabilities of typical freshmen. These “Phog Phactor”

results show that many CUPS could be improved by

applying readability principles. No one wants to be singled

out for poor writing, especially in higher education, where

good writing practices are taught and expected. Proper

publication of a CUP is also vital. If users do not actually

read and understand the CUP, the whole effort is wasted!
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